FINAL EVALUATION REPORT

Microsoft, Inc.

Windows NT Workstation and Server
Version 3.5 with U. S. Service Pack 3

NATIONAL
COMPUTER SECURITY CENTER
9800 Savage Road

Fort George G. Meade
Maryland 20755-6000

29 April 1996

Report No. CSC-FER-95/003
Library No. 5243,073



Final Evaluation Report Microsoft Windows NT

This page intentionally left blank

i

FINAL: 29 April 1996



Final Evaluation Report Microsoft Windows NT
FOREWORD

FOREWORD

This publication, the Final Evaluation Report Microsoft Windows NT is being issued by the National
Computer Security Center under the authority of and in accordance with DoD Directive 5215.1, “Computer
Security Evaluation Center.” The purpose of this report is to document the results of the formal evalua-
tion of Microsoft Windows N'T operating system. The requirements stated in this report are taken from
Department of Defense Trusted Computer System Evaluation Criteria, dated December 1985.
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EXECUTIVE SUMMARY

The security protection provided by Microsoft Windows N'T Workstation and Server Version 3.5 with Service
Pack 3 when configured according to the Windows N'T Trusted Facility Manual, has been evaluated by the
National Security Agency (NSA). The security features of Microsoft Windows NT Workstation and Server
were examined against the requirements specified by the Department of Defense Trusted Computer System
Evaluation Criteria (TCSEC) dated December 1985 to establish a rating.

The evaluation team has determined that the highest class for which Microsoft Windows N'T" Workstation
and Server Version 3.5 with Service Pack 3 satisfies all the specified requirements of the TCSEC is C2.
In addition, the B2 Trusted Path and B2 Trusted Facility Management functional requirements are also
satisfied.

A system that has been rated C2 provides a Trusted Computer Base (TCB) that enforces a Discretionary
Access Control (DAC) policy to protect information and allow users to share information under their control
with other specified users, identification and authentication of users to control access to the system and
enforce accountability, the prevention of access to residual information from a previous user’s actions, and
the auditing of security related events. A system that satisfies the B2 Trusted Path requirement supports a
trusted communication path between the TCB and the user for identification and authentication. A system
that satisfies the B2 Trusted Facility Management requirement supports the ability to separate operator and
administrator functions.

Microsoft Windows N'T Workstation and Server Version 3.5 with Service Pack 3 is a preemptive multitasking
multiprocessor operating system which runs on both CISC (Intel Pentium) and RISC (DEC Alpha) hardware
architectures. The platforms in the evaluated configuration are: the Compaq Proliant 2000 and 4000 and
the DECpc AXP/150.
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Chapter 1

Introduction

In April 1993, the NSA conducted an Intensive Preliminary Technical Review (IPTR) of the Microsoft
Windows NT operating system, a product of the Microsoft Corporation. This report gives evidence and
analysis of the security features and assurances provided by Microsoft Windows NT Workstation and Server
Version 3.5 with Service Pack 3. Service Pack 3 consists of bug fixes and enhancements to version 3.5 of the
Windows NT operating system. Throughout the remainder of this report, it is implied that all references to
the Microsoft Windows N'T Workstation and Server Version 3.5 products include Service Pack 3. This report
documents the evaluation team’s understanding of the product’s security design and appraises its functions
and integrity against the C Division security requirements of the TCSEC.

Material for this report was gathered by the NSA evaluation team through documentation, interaction with
system developers, and testing.

1.1 Evaluation Process Overview

The Department of Defense Computer Security Center was established in January 1981 to encourage the
widespread availability of trusted computer systems for use by facilities processing classified or other sensitive
information. In August 1985 the name of the organization was changed to the National Computer Security
Center. In order to assist in assessing the degree of trust one could place in a given computer system, the
DoD Trusted Computer System Evaluation Criteria (TCSEC) was written. The TCSEC establishes specific
requirements that a computer system must meet in order to achieve a predefined level of trustworthiness. The
TCSEC levels are arranged hierarchically into four major divisions of protection, each with certain security-
relevant characteristics. These divisions are in turn subdivided into classes. To determine the division and
class at which all requirements are met by a system, the system must be evaluated against the TCSEC by
an NSA, Trusted Product and Network Security evaluation team.

The NSA supports the creation of secure computer products in varying stages of development from initial
design to those that are commercially available. Preliminary to an evaluation, products must go through
the Proposal Review Phase. This phase includes an assessment of the vendor’s capability to create a secure
system and complete the evaluation process. To support this assessment, a Preliminary Technical Review
(PTR) of the system is done by the NSA. This consists of a quick review of the current state of the system
by a small, but expert, team and the creation of a short report on the state of the system. If a vendor passes
the Proposal Review Phase they will enter a support phase preliminary to evaluation. This support phase
has two steps, the Vendor Assistance Phase (VAP) and the Design Analysis Phase (DAP). During VAP, the
newly assigned team reviews design specifications and answers technical questions that the vendor may have
about the ability of the design to meet the requirements. A product will stay in VAP until the vendor’s
design, design documentation, and other required evidence for the target TCSEC class are complete and the
vendor is well into implementation. At that time, the support moves into DAP.
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The primary thrust of DAP is an in-depth examination of a manufacturer’s design for either a new trusted
product or for security enhancements to an existing product. DAP is based on design documentation and
information supplied by the industry source, it involves little “hands on” use of the system, but during this
phase the vendor should virtually complete implementation of the product. DAP results in the production
of an Initial Product Assessment Report (IPAR) by the NSA assessment team. The IPAR documents the
team’s understanding of the system based on the information presented by the vendor. Because the IPAR
contains proprietary information and represents only a preliminary analysis by the NSA, distribution is
restricted to the vendor and the NSA.

Products that have completed the support phase with the successful creation of the IPAR, enter formal
evaluation. Products entering formal evaluation must be complete security systems. In addition, the release
being evaluated must not undergo any additional development. The formal evaluation is an analysis of the
hardware and software components of a system, all system documentation, and a mapping of the security
features and assurances to the TCSEC. The analysis performed during the formal evaluation requires “hands
on” testing (i.e., functional testing and, if applicable, penetration testing). The formal evaluation results in
the production of a final report and an Evaluated Products List entry. The final report is a summary of
the evaluation and includes the EPL rating which indicates the final class at which the product satisfies all
TCSEC requirements in terms of both features and assurances. The final report and EPL entry are made
public.

After completion of the Formal evaluation phase, products rated at Bl and below enter the rating mainte-
nance phase (RAMP). The rating maintenance phase provides a mechanism to entend the previous rating
to a new version of an evaluated computer system product. As enhancements are made to the computer
product the ratings maintenance phase ensures that the level of trust is not degraded.

Rating Maintenance is accomplished by using qualified vendor personnel to manage the change process of the
rated product during the maintenance cycle. These qualified vendor personnel must have strong technical
knowledge of computer security and of their computer product. These trained personnel will oversee the
vendor’s computer product modification process. They will demonstrate to the Trusted Product and Network
Security Evaluation Division that any modification or enhancements applied to the product preserve the
security mechanisms and maintain the assurances required by the TCSEC for the rating previously awarded
to the evaluated product.

1.2 System History

The Microsoft Corporation was founded in 1975 and has developed many commercial system-like products
such as: Microsoft Disk Operating System (MS-DOS), MS Windows, Lan Manager, and various compilers.
They have also developed applications such as Excel, Word, Works, and Powerpoint. Other Microsoft
products include the MS Mouse, MS Sound Board, and numerous publications.

In the 1980’s Microsoft and IBM developed the OS/2 operating system. This experience led Microsoft to
begin development of their own operating system in 1988: Windows new technology (Windows NT). Two
of Windows N'T’s major design goals were to be portable and to exploit both the CISC and RISC hardware
advances. The design team of Windows NT included leading experienced persons in VMS, UNIX, and OS/2.
Part of the design team’s analysis included an examination of the Mach operating system. Another Windows
NT design goal was to meet the TCSEC C2 set of requirements.
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Coding of Windows N'T began in 1989. The first and second Beta versions were released in October and March
of 1992, respectively. The first version of Windows NT (Microsoft Windows N'T version 3.1) was released in
August of 1993. The first and second Beta versions of the second version of Windows NT (version 3.5) were
released in March and May of 1994, respectively. The final version of Windows NT (version 3.5) was released
in September of 1994. However, since the final release of the operating system several service packages have
been released which include bug fixes and enhancements. The evaluated configuration includes Service Pack
3 (which includes Service Packs 1 and 2).

The major difference between the Windows NT Workstation and the Windows N'T Server products is that
the Windows NT Server offers additional tools to assist in the administration when in a network environment.
Some other differences between these two products are: the Windows NT Workstation supports only a single
or dual processor while the Windows N'T Server supports up to four processors and the Windows N'T Server
provides fault tolerance features. The evaluated configuration does not include a network environment—
both products are considered stand-alone workstations. Therefore, the differences between the Windows
NT Workstation and the Windows N'T Server that are security relevant in the evaluated configuration are
minimal. Consequently, these two products will collectively be referred to as Windows NT, and Windows N'T
Workstation and the Windows N'T Server will each be used to refer to them individually when distinctions
are relevant. Additionally, all references to Windows NT include Service Pack 3.

Windows NT falls into Microsoft’s Windows family of products which began with Windows 3.1 and Windows
for Workgroups 3.1. Windows NT is backward compatible and can run Windows and MS-DOS applications.

There are a few system components which are not included in the evaluated configuration. The Portable
Operating System Interface (POSIX) component is eliminated because its UNIX-based security features have
not been integrated well with the security features of the Windows N'T operating system. The Operating
System 2 (OS/2) component is eliminated because it is based on the OS/2 operating system which was
not designed to meet security concerns. The networking components of Windows NT are eliminated in this
configuration, however, they will be addressed in a follow-on evaluation.

1.3 Document Organization

This report consists of eight sections, four appendices, a bibliography, and a list of acronyms. Section 1 is an
introduction. Sections 2 through 6 provide an overview of the system, its hardware and software architecture,
and a description of the security support (TCB protection mechanisms and assurances). Section 7 provides
a mapping between the requirements specified in the TCSEC and the system features that fulfill those
requirements. Section 8 contains additional comments from the evaluation team about the system.

Appendices A and B enumerate the hardware and software components of the evaluated configuration.
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Chapter 2

System Overview

Microsoft Windows NT is an operating system designed to meet the C2 requirements. In the evaluated
configuration, Windows NT supports MS-DOS, Microsoft Windows 3.1, and Microsoft 32-bit Windows ap-
plication execution environments. The evaluated configuration of Windows N'T runs on the Intel Pentium
(uniprocessor and multiprocessor) and the DEC Alpha based computer systems. The evaluated configuration
includes both the Windows N'T Workstation and the Windows N'T Server products, henceforth collectively
called Windows NT.

The Windows NT Trusted Computing Base (TCB) includes the following system components:

e The ezecutive which runs in the processor privileged state, called kernel-mode
e The protected servers, which run in the processor unprivileged state, called user-mode
e The administrator tools, which also run in user-mode

Figure 2.1 illustrates the Windows NT high-level architecture.! Within the executive component, the parts
are called subsystems.

2.1 Executive

The Windows NT executive is divided into three conceptual layers: the Hardware Abstraction Layer (HAL),
the Microkernel,? and the rest of the executive which includes the following subsystems: 1/O (which includes
the file systems, I/O Manager, Cache Manager and device drivers), Object Manager, Security Reference
Monitor, Process Manager, Executive Object Services, Local Procedure Call (LPC) Facility, Configuration
Manager, and Virtual Memory Manager.

2.1.1 Hardware Abstraction Layer (HAL)

HAL provides an abstract view of the underlying machine architecture to the executive, allowing for a
machine-independent implementation of much of the Windows NT executive (thereby allowing Windows NT
to be easily ported within machines of similar architectures). HAL abstracts machine-specific details for
many functions including device I/O, processor initialization, and interrupts.

1The layout of the protected servers and administrator tools is not intended to imply layering, as is the case within the
executive.

2The term “kernel” has several meanings in the context of Windows NT. In much of the Windows NT documentation,
kernel means microkernel. However, in some documentation, kernel may refer the entire executive (because the entire executive
runs in kernel-mode), or the core set of routines within the Win32 server (because Windows for DOS has a “kernel”). To avoid
confusion within this report, we will avoid the use of the term “kernel,” with the exception of the term kernel-mode used to
refer to processes running in the processor privileged state.
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Figure 2.1. Windows NT System Overview

2.1.2 Microkernel

The Microkernel provides a set of primitives to the other executive subsystems. Unlike the rest of the ex-
ecutive, the Microkernel is neither pageable nor preemptable. The Microkernel provides low-level support
for execution (e.g., threads, scheduling, context switching), interrupt and exception handling, and synchro-
nization. Some of the Microkernel’s exported objects are only used within the executive, but many of the
primitive objects it creates are exported to user-mode programs by the Executive Object Services and the
Process Manager.

2.1.3 Other Executive Services

The Object Manager is the executive’s focal point for creating, accessing, and deleting objects used within the
executive and exported outside the executive. While the Object Manager does not implement the semantics
of all executive objects, it is used by all executive subsystems as the hub for exporting objects to user-mode
programs. As such, it is also responsible for ensuring that access control is enforced. The Object Manager
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directly implements three types of executive objects: type, directory, and symbolic link. The object type
“type” provides the ability for executive services to create classes of objects (e.g., directories, files, processes,
semaphores) and define their semantics. The object type “type” cannot be exported from the executive.

The Object Manager also implements the notion of handles and handle tables. In order for a process to
access an executive object, it must acquire a handle for that object. Every process has a private handle table
(managed by the Object Manager) that contains handles to those objects currently accessed by the process.
To acquire a handle, the process must name the object,® which resolves to a unique object of a type managed
by an executive subsystem. That executive subsystem attempts to create a handle for the requested object
by calling the Object Manager. The Object Manager in turn calls the Security Reference Monitor to ensure
that the process has access to the object. If access is allowed, the Object Manager creates a handle for the
requested object, and puts the handle in the process’ handle table. Subsequent usage of the object by the
process is via the handle. Among other information, a handle contains the type of access granted (e.g., read,
write, delete). A process can only use a handle to perform actions that are allowed by the handle (e.g., a
process could not use a read-only handle to write an object—it must first acquire a write access handle). In
this manner, the Object Manager is able to ensure that objects are not accessed unless the proper access
control decision is made.

The Security Reference Monitor subsystem implements the tests for access control and privilege validation,
and is responsible for security audit generation. For executive objects, the Object Manager calls the Security
Reference Monitor to validate access before creating a new handle. Other parts of the executive may call the
Security Reference Monitor to check for possession of privileges. The Security Reference Monitor also exports
security services to user-mode processes. These services are used by the protected servers (e.g., Win32) to
perform access validation, privilege possession checks, and audit generation for user-mode objects. The
Security Reference Monitor exports a foken object, which is used to identify a process and its privileges
during access and privilege validation, as well as auditing.

The Windows NT executive provides multi-threaded processes. Essentially, a process is a private virtual
address space, associated physical memory, and a set of accessible objects (i.e., a handle table). A thread
is a point of execution within a process, and includes all the necessary execution context information (e.g.,
registers, stack pointers). A process may have zero or more threads (a process with zero threads does
not execute). The Process Manager exports processes and threads as executive objects (i.e., they can be
“opened” directly via handles if access is granted).

The Virtual Memory Manager subsystem implements a demand-paged memory management subsystem in
the Windows N'T executive. Each process has a private page table directory which points to some number
of page tables (which in turn point to pages of memory). Address translations of virtual addresses use the
page table directories and page tables to address real memory. The Virtual Memory Manager subsystem also
provides page-level memory protection for read, write, and execute access.* The Virtual Memory Manager
also exports (via the Object Manager) shared memory sections (i.e., portions of memory sharable between
two processes) as an executive object type.

The LPC Facility supports communication between processes. The LPC facility exports an executive object
type called ports.

3The name space for executive objects is partially managed by the Object Manager (e.g., for directory objects) and partially
by the individual executive subsystems which implement other object types (e.g., file systems implement the portion of the
name space containing file system objects).

4 While the Virtual Memory Manager supports a separate execute access on memory pages, none of the currently supported
processor architectures provide a pure execute access on memory pages. Hence, execute access is currently synonymous with
read access.
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The I/0 subsystem provides packet-driven, asynchronous I/O with layered device drivers. The major compo-
nents of the I/O subsystem include the I/O Manager, the file systems, and various device drivers. Depending
on the type of device, a device driver may contain several layers, each layer providing different abstract views
of the same physical resource, with each driver layer using the services of a lower-level driver. For example,
file systems are really a large and sophisticated device driver layered upon several other disk device drivers.
The I/O Manager coordinates the interactions between device driver layers by providing an I/O Request
Packets (IRP) facility. IRPs facilitate asynchronous communication between I/O subsystem components.

In the evaluated configuration, Windows N'T supports five file system types: the File Allocation Table (FAT)
file system, the Windows NT File System (NTFS), the CD-ROM File System (CDFS), the Named Pipe File
System (NPFS), and the Mailslot File System (MSFS). NTFS is a new file system developed specifically
for Windows N'T. Only NTFS files are protected by discretionary access control; NTFS is not supported on
floppy disks. In the evaluated configuration, FAT file systems are only supported on floppy disks; in the
DEC Alpha 21064-AA architecture a FAT partition is required for booting. The FAT filesystem, NTFS,
and CDFS use the services of the Cache Manager. The Cache Manager supports memory-mapped I/O and
provides a memory-based cache which is used by file system drivers to improve performance for certain 1/0-
bound programs. The Cache Manager uses the Virtual Memory Manager’s services and memory sections to
provide a cache that grows and shrinks with need and memory availability. The Cache Manager does not
directly export any executive object.

The Configuration Manager implements the configuration registry. The registry is used to store various
system configuration information. For example, the Security Accounts Manager (SAM) database, hardware
configuration and initialization information, and OS configuration information are all maintained by the
Configuration Manager in the registry. The registry is implemented as a tree database, indexed by keys.
Keys, and the portion of the registry to which they refer, are the executive object type exported by the
Configuration Manager.

The Process Manager and the Executive Object Services subsystems provide user-mode interfaces for the
exported microkernel objects. The Process Manager provides the user-mode interface for process and thread
objects. The Executive Object Services subsystem provides the user-mode interface for event, event pair,
mutant (under the name “mutex”), semaphore, timer, I/O completion port, and profile objects.

2.2 Protected Servers

Many of the Windows N'T security relevant services are provided by user-mode processes called protected
servers. The protected servers in the evaluated configuration are: WinLogon, the Print Spooler, the Session
Manager, the Local Security Authority (LSA) subsystem, the Security Accounts Manager (SAM) subsys-
tem, the Service Controller, and the Event Logger. All protected servers execute in processes that possess
privileges.

WinLogon coordinates user authentication. It is the process that prompts for user logon identifiers and
passwords, and ensures that proper authentication occurs before allowing a user to perform further actions.
WinLogon calls the Local Security Authority (LSA) subsystem to validate the user identity and password.
In addition to user authentication, the LSA is also involved in the collection and storage of audit records.
The SAM subsystem provides security administration for user accounts.

The Win32 server implements the user interface to Windows N'T. It is a separate process that exports two
user-mode objects: a WindowStation object and a Desktop object. A WindowStation object is the means
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by which clients access and manipulate the Win32 server-managed resources including the keyboard, mouse,
and display. Desktop objects provide abstract resources like menus, windows, and title bars. All Desktop
objects are associated with a WindowStation object (i.e., one must first obtain access to a WindowStation
object before being able to obtain access to the associated Desktop object). Win32 protects and audits
both of these objects in a manner consistent for executive objects by using the executive Security Reference
Monitor’s access validation, privilege checking, and audit services.

The Print Spooler is a protected server that routes print jobs to the appropriate printer device. It exports
a printer object, a job object and a server object.

The Session Manager starts other system processes. During system initialization, the Session Manager
starts the WinLogon process and the Win32 protected server. WinLogon (for interactive users), along with
the Service Controller (for service logons), supports user logon by interfacing with the Session Manager to
activate a user process after the user has been successfully authenticated. The Session Manager sets the
security attributes of this new process to that supplied by the logon process, and returns this new process’
handle to the logon process.

The Service Controller is a protected server that manages both drivers and services by starting, stopping,
and reporting on the status of each. All drivers that specify automatic loading in the registry are loaded by
the Service Controller at boot-time.

2.3 Administrator Tools

Windows NT provides several system administration tools. These tools manage all aspects of the Windows
NT system, including tools to manage user accounts, audit configuration, system and device configuration,
file system backup, and the audit events reviewer. The set of administrator tools included in the evaluated
configuration are: Backup, Chkdsk, Control Panel, Disk Administrator, Event Viewer, File Manager, Print
Manager, Program Manager, Registry Editor, Setup, and User Manager.

2.4 TCB Interfaces

Figure 2.2 illustrates how untrusted subjects request services from the Windows N'T TCB. There are three
ways to request TCB services (three types of TCB interfaces):

e Unprivileged hardware instructions
e Windows NT executive system services
e Interprocess Communication (IPC).

An untrusted subject can execute any unprivileged hardware instructions, such as arithmetic operations.

An untrusted subject may execute system services, which are calls to the Executive. In the 286 machines, the
execution of a system service results in the execution of an INT 2F instruction which causes the transition
from user-mode to kernel-mode. In the DECpc AXP/150 machines it is a callsys PAL function. In both
architectures, the system service call parameters are captured and probed. The capture involves copying the
arguments from user mode to kernel mode. The probe involves ensuring that the parameters really came
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Figure 2.2. Windows N'T TCB Interfaces

from the user’s address space and are valid in terms of access requirements (See Section “Interrupt and
Exception Handling,” on page 55).

The third way of requesting TCB services is by calling a TCB protected server (a TCB user-mode process)
via inter-process communication. This type of service uses one or more of the Executive’s inter-process
communication mechanisms between an untrusted client process and a TCB server process.

It should be noted that the advertised programming interface to the Windows NT system is via a large
set of Dynamic Link Libraries (DLL). These DLLs, when linked into an untrusted process, are themselves
completely untrusted by the TCB. In all cases, the functions implemented by a DLL will result in one or
more of the three types of TCB service requests listed above.
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Hardware Architecture

This chapter presents an overview of the hardware architectures included in the evaluated configuration of
Microsoft Windows N'T Workstation and Server Version 3.5. The processor architectures are described first,
followed by descriptions of the machine architectures.

3.1 Evaluated Processor Architectures

The evaluated configuration of Windows NT includes two different processor architectures. The first is the
Intel Pentium microprocessor, referred to throughout this report as the Intel 286. The second is the Digital
Alpha AXP processor line; specifically the DECchip 21064-A A processor.

3.1.1 Intel Pentium Processor Architecture

The Pentium microprocessor, introduced in 1993, is the latest enhancement of the 286 family and provides
performance improvements over the 1486 while maintaining 100% backward compatibility with the entire
286 family. Designed using a superscalar RISC architecture, it has two five-stage execution units and can
process up to two instructions in a single clock cycle. Separate 8 Kilobyte (KB) code and data write-back
caches reduce cache conflicts and increase processor performance over its predecessor. It has internal code
and data paths of 256 and 64 bits, respectively. Processor performance is improved by a pair of instruction
pipelines, one fetching instructions linearly and one controlled by a branch prediction mechanism.

The 286 processor protection mechanism provides four privilege levels, numbered 0 to 3 (see Section “Exe-
cution Architecture,” on page 15). Privilege level 0 is the most privileged and privilege level 3 is the least
privileged. NT uses two of the four privilege levels when running on an x86 system. Kernel mode is x86
privilege level 0 and user mode is x86 privilege level 3.

3.1.1.1 Processing Units

The 286 processor has the following processing units (see Figure 3.1):

Bus Interface Unit (BIU). The Bus Interface Unit (BIU) interfaces the 86 to the external processor bus.
Requests by other processor components for access to the bus (e.g., instruction prefetch, data prefetch,
memory reads, and cache fills) are prioritized and executed by the BIU.

Cache Unit. The Pentium has separate internal 8 KB data and 8 KB instruction caches that reduce the need
to access external memory. It also includes cache coherency interface logic for external second-level caches.
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Instruction Prefetch Unit. Reads bytes from the instruction stream, via the BIU, during what would other-
wise be idle bus cycles. This unit is closely coupled with the cache unit. Prefetched data is read into
the memory cache and the prefetch units simultaneously. The prefetch unit is flushed whenever a control
transfer, such as a jump, interrupt, or task switch is performed.

Instruction Decode Unit. Reads instructions from the prefetch unit and translates the machine code bytes
into control signals for the other processing units.

Control Unit. Executes decoded instructions. It controls the integer, floating point, and segmentation units.
The control unit of the 86 contains the processor’s microcode.

Integer Unit. Contains the processor’s eight 32-bit general registers and the arithmetic and logic unit. Two
32-bit data buses connect the integer unit with the memory cache and the floating point unit, and are used
to transfer 64-bit operands. A separate 32-bit data bus connects the integer unit with the segmentation unit
to transfer data for address generation.

Segmentation and Paging Units. These units cooperate to implement the memory management functions.
The segmentation unit translates logical (segmented) addresses into linear (unsegmented) addresses. The
paging unit implements a virtual memory scheme which translates linear addresses into physical (hardware)
addresses (see Section “Virtual Addressing,” on page 21).

Floating Point Unit. This unit is an integrated floating-point computation unit.

3.1.1.2 Registers

The registers of the 286 are organized into the following groups: General Registers, Instruction Pointer
Register, Segment Registers, Memory Management Registers, Control Registers, Flags Register, Debug
Registers, Floating Point Registers, and Test Registers.

Register names beginning with ‘E’ are extended (32-bit) versions of registers of the same name without the
‘E’ in earlier Intel processors in the x86 family. These 16-bit non-extended registers are still available in the
Pentium, but only in real-mode.

General Registers. There are eight 32-bit general registers named: EAX, EBX, ECX, EDX, EBP, ESP, ESI,
and EDI. They can be used as operands for logical and arithmetic operations and for address calculations
(except ESP, which cannot be used as an index in an address calculation).

Some of these general registers also have specific uses with certain instructions. The EBP is optimized for
use as a book mark into the return stack. ESI and EDI are used implicitly by string operands as byte source
and destination indices or pointers. ESP is the default index into the stack segment (pointed to by SS) for
all stack functions. The general registers can be changed from user mode.

Instruction Pointer Register. The instruction pointer (EIP) is a 32-bit register that holds the offset into the
current code segment of the next instruction to be executed.

Segment Selector Registers. There are six 16-bit segment selector registers used to identify the currently
addressable memory segments. SS, DS, ES, FS, and GS can identify data segments. CS identifies the code
segment from which the processor will fetch instructions. The segment selector registers can be changed
from user mode.
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In x86 protected mode, which N'T uses exclusively, each segment register has an extension called a segment
descriptor register, which is outside of the user-mode programming model. A segment selector specifies an
index into a local or global segment descriptor table, from which the segment descriptor is loaded with the
segment base address, length, and other attributes. This saves the processor from having to reference the
table on each use of the segment selector in evaluating addresses.

User-mode operations can cause a segment descriptor to be changed by changing the value of the correspond-
ing segment selector, but the executive still maintains control of the values to which it can be changed. The
segmentation process is described more fully in Section “Memory Segmentation,” on page 19.

Memory Management Registers. The Global Descriptor Table Register (GDTR) and the Local Descriptor
Table Register (LDTR) point to the active Global and Local descriptor tables used for resolving segmented
memory addresses. The Interrupt Descriptor Table Register (IDTR) points to the table of processor interrupt
vectors, from which interrupt routine pointers are selected by interrupt number. The task register (TR)
points to the Task State Segment (TSS), where the processor stores and loads state information during a
task switch. These registers cannot be modified while in user mode.

Control Registers. CRO contains general processor configuration flags (enables or disables: cache, paging,
alignment checking, the write protection of user pages, segment level protection, the floating point unit,
numeric instruction emulation, and cache write-through). Flags in CRO also indicate the state of interrupted
floating point unit instructions after a task switch. CR1 is reserved for future use by Intel. CR2 holds the
32-bit linear address that caused the last page fault. CR3 (also called the Page Directory Base Register)
points to the first-level page directory table for the current task (see Section “Paging,” on page 21). CR4
supports extensions to the virtual-8086 and debugging modes, specifies the page size (4 KB or 4 Megabyte
(MB)), and enables or disables user access to the time stamp counter, the virtual interrupt flag in kernel
mode, and the machine check exceptions. These registers cannot be modified while in user mode.

The floating point unit has its own set of control registers, including the status word, the control word, and the
tag word. The status word includes the zero divide fault, overflow, and stack fault indicators. It also contains
a pointer to the top of the floating point register stack. The control word records the current precision setting,
round-off setting, and overflow interrupt mask. The tag register is used to control referencing to the floating
point registers.

Flags Register. The EFLAGS register is 32-bits in length, is accessible only while in kernel mode and
contains flags that control such features as the I/O privilege level, maskable interrupts, and debugging (see
Figure 3.2).

Debug Registers. These are 32-bit registers used for implementing the debugging capabilities of the z86,
such as the setting of breakpoints without modifying code segments. DR0, DR1, DR2, and DR3 are Debug
Address Registers used to store the addresses of breakpoints. DR4 and DR are reserved by Intel for future
use. DR6 is the Debug Status Register, which is set by the processor when an enabled debug exception is
detected. This allows the debugger to determine which debug conditions have occurred. DR7 is the Debug
Control Register, which is used to specify which actions cause breaks and to enable the Debug Address
Registers locally or globally (when paging is used). They may be accessed only while in kernel mode.

Floating Point Registers. The 286 floating point unit provides eight 80-bit data registers for floating point
calculations. These registers are accessible while in user mode.
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AC: The Alignment Check bit used to indicate that all instruction operand 32-bit memory addresses will be aligned
to minimize read operations.
VM:  This bit is set when the processor is in Virtual 8086 mode.

RF:  The resume flag is used with debugging register breakpoints. These registers are not available to programs except
those in privilege level zero.
NT: The nested task bit is set when the processor is in kernel mode and multitasking is allowed (see Section “I/O

Support,” on page 23).
IOPL: The I/O Privilege Level (IOPL) is used in kernel mode and specifies the privilege level required to perform I/O
operations (see Section “I/O Support,” on page 23).
OF: The overflow flag is set if an operation resulted in a signed overflow.
DF:  The direction flag controls the direction strings are processed.
IF: The INTR enable flag allows external interrupts signaled on the INTR processor pin to be processed. When IF
is reset, external interrupts are not recognized.
TF:  The trap enable flag is used for single-stepping through code with debug registers.
SE:  The sign flag is a copy of the sign bit of a result.
ZF:  The zero flag is set if all the bits of a result are zero.
AF: Auxiliary carry is set on a carry out of bit 3 during Binary Coded Decimal (BCD) operations.

PFE:  The parity flag is set if the low-order eight bits of an operation contain an even number of bits set.
CFE: The carry out of the most significant bit of certain arithmetic and logical operations.
Note:  The underlined flags can be modified while in user mode. All others may be modified only while in kernel mode.

Figure 3.2. Intel x86 Flags Register.

3.1.1.3 Execution Architecture

The z86 supports three addressing modes: Real mode, Protected mode, and Virtual 8086 mode. The
processor always starts operating in Real mode.

In Real mode, every task has full and unrestricted access to the lower 1 megabyte of address space. The only
way to leave Real mode is to switch to Protected mode (entered when a move instruction sets the protection
enable (PE) bit in CR0). The processor can be returned to Real mode with either a RESET signal or by
clearing the PE bit in CR0. Windows NT uses Real mode only for initialization. It switches to Protected
mode before user processes are started and never returns to Real mode.

All 286 features and instructions are available in Protected mode, including virtual memory, memory seg-
mentation, and memory protection. All four hierarchical privilege levels are available (although only two are
used in Windows NT), as are memory access mediation, and task separation mechanisms. Except during
system initialization, Windows NT operates in Protected Mode.

Virtual 8086 (V86) mode provides the ability to run multiple Real mode processes under Protected mode.
Windows NT uses Virtual 8086 mode to encapsulate MS-DOS-compatible processes in Windows N'T pro-
cesses. Virtual 8086 mode gives a process the illusion it is running in Real mode, while preventing it from
tampering with the protection mechanisms isolating it from other Protected-mode processes. The 286 sup-
ports four hierarchical privilege levels, numbered 0 through 3, in decreasing order of privilege. One privilege

15
FINAL: 29 April 1996



Final Evaluation Report Microsoft Windows NT
CHAPTER 3. HARDWARE ARCHITECTURE

level (at a time) is associated with every task and memory descriptor. Windows NT uses only two of these
levels. Level 0 is kernel mode and level 3 is user mode.

Privilege levels provide hardware supported memory protection. Using the privilege levels, Windows NT
can provide separation between user processes and the operating system and allow the operating system
to perform actions that are not permitted by users. The key feature of the protection mechanism is the
Selector. The selector is used by tasks to access system objects such as memory segments, tables supporting
the protection mechanism, special segments that store the processor state, and access control objects called
gates. Information about the object referenced by the selector is contained in descriptors. Descriptors are
grouped in descriptor tables. The descriptor stores the privilege level of the object it references. The privilege
level of the selector in the CS register defines the Current Privilege Level (CPL) of the currently executing
process.

The following privilege rules are enforced by the z86 when operating in Protected Mode.

e Data can be accessed by processes with privilege level (CPL) equal to or less than that of the data
segment (DPL) (i.e., with equal or greater privilege).

e Code can be executed (i.e., a segment descriptor may be loaded into the CS register) by processes with
privilege level (CPL) equal to or greater than that of the code segment (DPL) (i.e., with equal or lesser
privilege).

Any attempt to reference code or data by a task with insufficient privilege will cause a trap to occur before
any memory is referenced or modified.

Each privilege level has its own stack, determined by the setting of the current privilege level (CPL) of the
executing task and the TSS register. The TSS contains stack memory segment information for privilege
levels 0—-2. There is no stack information for privilege level 3 because it is the lowest level and cannot be
transferred into from a lower level. Since Windows N'T uses privilege levels 0 and 3 only, a single TSS is
maintained for user-mode transitions into kernel mode.

3.1.1.3.1 Exception Handling and State Transitions Task execution can be suspended by an in-
terrupt or a trap. In Windows NT| interrupts can be generated by external hardware signals or by internal
software instructions. Traps, on the other hand, arise when an instruction cannot be completed normally
(e.g., because of a page fault during execution). The 286 provides the capability to specify up to 256 inter-
rupt entry points. The complete list of 286 interrupts is in Table 3.1. Windows NT uses the Call to Interrupt
Procedure instruction to vector 46 (INT 46) to implement calls to the executive. In Protected Mode this
instruction (INT 46) generates a call to the executive through a task gate. It is the means by which NT
user-mode process’ request services of the executive.

Interrupts and traps force the transfer of control from the executing task to the interrupt handler. The
interrupt handler performs any actions necessary to satisfy the cause of the interrupt. The task switch
causes the old task state to be pushed onto the stack, from which it will be restored when the interrupt
handler executes an interrupt-return (IRET) instruction.

Gate descriptors provide the ability to transfer control between code segments, and to change a process’
privilege level. Gate descriptors are special types of memory descriptors that contain pointers to destination
segment selectors instead of the addressing data contained in a normal segment descriptor. There are four
types of gates: call, trap, interrupt, and task. Call gates can only be used to transfer control to equally or
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3.1. EVALUATED PROCESSOR ARCHITECTURES

Event ‘ Type ‘ Description

0: Divide Error Exc Occurs on an integer divide by zero.

1: Debug Exception Exc Occurs when debug condition are satisfied.

2: NMI Interrupt Int Reserved for the hardware non-maskable interrupt condition
(memory fetch errors).

3: Breakpoint Exc Used by debuggers to trap breakpoints.

4: Overflow Exc Occurs when the processor executes an INTO instruction with
the OF flag set.

5: Bounds Check Exc Generated when the processor, while executing a BOUND
instruction (which compares an array index with an upper
bound), finds that the operand exceeds the specified limits.

6: Invalid Opcode Exc Generated when an invalid opcode or operand is detected by
the execution unit.

7: Coprocessor Not Available Exc Generated when an FPU instruction is attempted and the FPU
has been locked (the TS bit is set in CRO).

8: Double Fault Exc Generated when certain faults occur while processing a previous
fault.

9: Coprocessor Segment Overrun Exc Signaled when a floating point instruction causes a memory
access that runs beyond the end of a segment.

10: Invalid Task State Segment Exc Generated on a task switch to a segment with an invalid TSS.

11: Segment Not Present Exc Generated when the processor detects that the present bit of a
descriptor is clear. Used by some operating systems (not NT)
to implement virtual memory via the segmentation mechanism.

12: Stack Fault Exc Generated by a limit violation in any operation which refers
to the SS register or attempts to load the SS register with a
descriptor that is marked segment-not-present but is otherwise
valid.

13: General Protection Exc Occurs for all other protection violations.

14: Page Fault Exc Occurs when paging is enabled (the PG bit in CRO register is
set) and the processor detects that a page table or page is not
present in physical memory or the task does not have sufficient
privilege to access the indicated page.

15: Exc Intel Reserved.

16: Floating-point error Exc Signals an error generated by a floating-point instruction.

17: Alignment Check Exc Generated by an access to an unaligned operand.

18 31: Exc Intel Reserved.

32 42: Exc Unused.

43: iSet 1gh ait owThread service Exc Used with Int 44 to implement event-pairs.

44: iSet ow ait ighThread service Exc Used with Int 43 to implement event-pairs.

45: Debugger Calls Exc Used by the debugger.

46: NT System Service Calls Exc Used by NT to trap user-mode system service calls.

47: APIC Int Asynchronous Programmable Interrupt Controller.

48 255: Exc Not dedicated.
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